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Abstract: The benchmark KDD dataset for intrusion detection system generated a decade ago has become outdated as
it does not reflect modern normal behaviors and contemporary synthesized attack activities. In this paper we have used
a new UNSW-NB15 data set for NIDS. Pre-processing on this datasets is done using Central Points of attribute values
with apriori algorithm to select high ranked feature and remove irrelevant features which causes high false alarm rate.
The evaluation of the dataset is performed using machine learning classifiers algorithm: Naive Bayes and Logistic
Regression. The results show that the decrease in false alarm rate and detection accuracy is improved even after
reducing the dataset by eliminating the features and further more reduce in the processing time.
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I. INTRODUCTION

As networks are considered as the engine of communications, attackers endeavor to penetrate them to steal valuable
information or disrupt computer resources. A Network Intrusion Detection System (NIDS) is technique to protect
computer resources against malicious activities [1]. Intrusion detections technique is categories into Signature detection
and Anomaly detection. Signature or misuse detection searches for well-known patterns of attacks, and it can only
detect an attack if there an accurate matching behavior against an already stored patterns (known as signatures).
Anomaly detection establishes a normal activity profile for a system which evolves itself by collecting and
understanding the information about the system and determines the behavior of the system based on it. [3] IDS are
classified into two types: host-based (HIDS) and network-based (NIDS), HIDS resides on a particular host and looks
for attacks on that host while NIDS resides on a separate system monitoring network traffic and searching for attacks.
The construction of NIDS needs to extract and choose the relevance features of raw network traffic to reduce the
processing time .Feature extraction captures attributes from network packets. Some of these attributes are redundant or
irrelevant; thus reducing the accuracy of detection. Feature selection, on the other hand, removes redundant and noisy
attributes from high dimensional data sets and selects a subset of relevant attributes to establish a reliable NIDS model
[8].

An association rule mining (ARM) technique generates feature correlations from a data set, as it can find out related
isomorphism between data set observations [9]. The association rule mechanism is applied to extract suitable behaviors
from user activities. Associations rule mining (ARM) is a data mining method to compute the correlation of two or
more than two attributes in a data set, because it can find the strongest item sets between observations [13]. In this
paper, we build a Central Point Algorithm based on ARM as a feature selection method to adopt the relevant features
from the UNSW-NB15 and the KDD-99 data sets. The goal of ARM is to generate the strongest item sets among
features by computing support and confidence of each rule in a data set [14][16].

Il. PROPOSED SYSTEM ARCHITECTURE

In this section, we describe the proposed system which is shown in Figure 1. The architecture consists of three stages:
Pre-Processing, Decision Engine Techniques, Results Analysis.

The proposed system includes the following procedure:

" Choose an input data set, for example UNSW-NB15 [17] or KDDCUP99 [18] data set.

" Execute Central Points (CP) Algorithm [2] to compute the central points of attribute values and apriori
algorithm for feature selection using association rule mining (ARM) [4][15].

" Divide the dataset into two parts training and testing sets.

" The original datasets and reduced datasets are evaluated using machine learning classifiers algorithms: Naive
Bayes and Logistic regression.

. Finally result analysis is performed in terms of detection accuracy with respect to processing time.
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Figurel: Proposed System Architecture

Stage I: Pre Processing

In this stage we reduce the dataset size by eliminating the attributes of a given data set by using central points of
attribute values and Apriori algorithm to decrease the FAR. This algorithm is designed to be implemented in a short
processing time, due to its dependency on the central points of feature values with partitioning data records into equal
parts. This algorithm is applied on the UNSW-NB15 [3] and the KDDCUP99 data sets to adopt the highest ranked
features.Pre-processing on this datasets is done using Central Points of attribute values with Apriori algorithm to select
high ranked feature and remove irrelevant features which causes high false alarm rate.

Stage I1: Decision Engine Techniques

In the Decision engine, we used Naive Bayes (NB) [10] techniques & Logistic Regression (LR) [11]. Naive Bayes is
based on the Bayesian theorem it is particularly fit when the dimensionality of the inputs is more. Estimation of
Parameter for naive Bayes models uses the method of maximum likelihood. It can also performs better in many
complex real world situations .NB requires small amount of training data. It is a conditional probability model which
creates the classification of the two classes: normal (0) or attack (1). It is computed using the maximum a posterior, as
denoted as:

P(C| 1) = argmax,1.2, \P(CIT} = 1P(Ij|C,)

Such that denotes the label of class, | is the observation of each class, o is the class number, P (C|I) refers to the
probability of the class given a specified observationP(Cm)H}“ = 1P(l;|C,,) and is multiplication of all the probabilities
of the instances conditionally to their classes to achieve the maximum outcome.
Logistic Regression is a classification method. It returns the probability that the binary dependent variable may be
predicted from the independent variables. Maximum Likelihood Estimation is a statistical method which estimates the
coefficients of the model. It is used in various fields, including machine learning, most medical fieldsetc.

P(D=1[X1; Xa; . . .5 Xi)

1

= (1+e—(a+2[§ixi ))

The model is defined as logistic if the expression for the probability, given the Xs, is 1 over 1 plus e to minus the
quantity o plus the sum from i equals 1 to k of B; times X;. The terms a and [; in this model represent unknown
parameters that we need to estimate based on data obtained on the Xs and on D for a group of subjects.The LR
algorithm constructs the correlation between a dependent variable (L) and independent variables (F). It utilizes the
maximum likelihood function to estimate the regression parameters [11].

Stage I11: Result Analysis

The result analysis is done for the Pre-processing and the Decision Engine Techniques.

In the first stage we pre-process the KDDCUP99 and UNSW-NB15 datasets using apriori and central point with apriori
algorithms. We considered the processing time required for both the methods apriori and central point with apriori and
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evaluate that CP with apriori requires less processing time as compared to apriori algorithm which is shown in the
Table I.

Table I: Pre-processing time taken

KDDcup99 175.59 sec 23.4 sec
UNSW-NB15 150.11 sec 4.13 sec
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Figure 2: Pre-processing time taken

In the decision engine techniques we evaluate the machine learning algorithms: NB and LR on KDDCUP99 and
UNSW-NB15 datasets using a performance metric as detection accuracy and execution time.The performance analysis
is shown in Table 11& 11 and the performance comparison plot are shown in Figure 3 & 4.

Table Il: Performance analysis of NB & LR for KDDCUP99 dataset

KDDcup99 99.82 5.72 99.93 109.66
KDD Reduced with Apriori 99.82 5.75 99.93 113.42
cup99

Reduced with CP + Apriori ~ 99.82 4.72 99.94 65.54

Table I11: Performance analysis of NB & LR for UNSW-NB15 dataset

UNSW-NB15 99.96 096 99.89 62.22
U,\'l\'sl’g' Reduced with Apriori 96.03 1.07 99.93 52.72

Reduced with CP + Apriori 98.96 0.76 99.96 44.47

The detection accuracy for KDDCUP99 dataset using NB and LR is maintained even after the data loss in the dataset
using the reduction techniques apriori and CP with apriori. The execution time taken by NB for KDDCUP99 dataset
and reduced CP with apriori dataset varies slightly. The execution time taken by LR for reduced KDDCUP99 CP with

apriori dataset is 65.54 seconds which is less as compared to 113.42 seconds for reduced KDDCUP99 with apriori
dataset and 109.66 seconds for original KDDCUP99 dataset.
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The detection accuracy of NB for UNSW-NB15 dataset differs slightly for reduced UNSW-NB15 with apriori dataset

but maintained for reduced UNSW-NB15 CP with apriori dataset. The execution time taken by NB for UNSW-NB15
dataset is also reduced.

The detection accuracy of LR for UNSW-NB15 dataset is maintained and improved for reduced UNSW-NB15 dataset.
The execution time taken by LR for UNSW-NB15 dataset is also reduced.
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Figure 3: Performance comparison plot of NB & LR for KDDCUP99 dataset
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Figure 4: Performance comparison plot of NB & LR forUNSW-NB15 dataset
I11. CONCLUSION AND FUTURE SCOPE

Proposed a Network Intrusion Detection System (NIDS) based on central points (CP) of attribute values and apriori
algorithm of Association Rule Mining (ARM) for pre-processing. The CP helps to improve the apriori algorithm by
reducing the processing time to choose the high ranked features by eliminating the irrelevant features. These algorithms
are executed on the KDDCUP99 and UNSW-NB15 datasets.To discriminate betweenattack and normal records, Naive
Bayes and Logistic Regression are used. The experimental results showthat, the pre-processing has reduced the
processing time and improved the evaluation of the decision engine. The proposed system is able improve the detection
accuracy and decrease the false alarm rate by reducing the processing time. In the future, using enhance algorithm for
reducing redundancy in the dataset will help in reducing the processing time.
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